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Background

Who Should Attend

In conjunction with members of NPCC, PIAAG and PIAF, Advent IM has developed a bespoke training
course specifically for Senior Information Risk Officers (SIROs) within UK Police Forces. 

This 1-day course is designed for SIROs and senior management within UK Police Forces who have
accountability for risk and need a more developed understanding of their role and responsibilities.
Perfect for SIROs who are new in post or need to refresh their understanding and build their
confidence. Delivered by a trainer/consultant who is police literate, everything about this course is
designed to enhance capability and support good policing decisions. 

Available in-person or virtually, depending on your requirements.

A Pre-course study package (approximately 2 hours reading) is also provided explaining the
principles of information risk management and information assurance, focussing on:

Risk
-Components of Risk
-Risk Appetite 
-Risk Tolerance

Information Risk Management
-Confidentiality, Integrity & Availability
-Information Risk Management (IRM) Principles
-The Benefits
-Information Risk Appetite

Information Assurance (IA)
-Information Assurance Principles
-Governance
-Police Information Assurance Approach 
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The course looks at the following key areas:

1. The current threat landscape to UK and Police information and ICT systems focussing on:
Key Principles
Threat Assessments
Threat Source
Current Threat Levels
The Threat to Classified Information
Vulnerabilities and Threat Convergence 

2. The principles of information assurance and information risk management and the importance of
governance and leadership:

Key Principles
Governance & Leadership
The Practicalities of Information Risk Management
Risk Appetite

3. Mandatory IA roles and their respondsibilities:
Key Principles
The SIRO Role & Legal Accountability
Your Information Security Officer
Other Responsibilities 
Advice & Support for IRM & IA Delivery

4. Managing and responding to information security incidents:
Key Principles
Defining Incidents & Appropriate Responses
Mandatory Reporting
Post Incident Reviews & Continuous Improvement

Please Note: This course is open to Police SIROs or ACC/DCC equivalent business posts such as Head
of Finance or Head of Information Management.

Developed in conjunction with members of:
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