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BACKGROUND 

Cyber security is high on any business agenda and the frequency of attacks on 

businesses is increasing. The size of a business is not an indicator of its 

attractiveness to an attacker or an indication of the value of its information 

assets. Complex supply chains may make some SMEs a target due to their 

connections and the National Cyber Security Centre (NCSC) has stated clearly that 

supply chains have been under serious cyber-attack since at least 2017.  This 

course provides Small to Medium Sized Enterprises (SMEs) with the knowledge to 

achieve a good level of cyber hygiene. It is based upon current guidance from the 

National Cyber Security Centre (NCSC) and industry best practice such as ISO 

27001 and Cyber Essentials, and aims to mitigate the risk associated with 

common cyber-attacks.  
 

WHO SHOULD ATTEND? 

This 1 day training course is designed for anyone who will have responsibility for 

ensuring that their organisation is protected in cyberspace but is not a cyber 

security or information security specialist.  
 

SCOPE OF TRAINING 

The course will look at fundamental information security practices that can be 

applied to any organisation to help minimise the risk of data breaches from 

cyber-attacks and begin the process of embedding a security culture. 

 

• Information risk management; 

• Network security;  

• User education and awareness; 

• Malware prevention;  

• Removable media controls;  

• Secure configuration;  

• Managing user privileges;  

• Incident management;  

• Monitoring;  

• Home and mobile working  


