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 BACKGROUND 

Following up on the success of Advent IM’s Senior Information 

Risk Owner (SIRO) training, which was developed in conjunction 

with members of NPCC, PIAAG and PIAF, we have developed a 

bespoke training course specifically for Information Asset Owners 

(IAOs) within UK Police Forces.  

 

We have used our in-depth knowledge and experience of Information Assurance 
(IA) and UK Police Forces to develop a bespoke 4 step training course specifically 
for Information Asset Owners (IAOs) within the UK Police. IAO Intermediate, is 
the third step in Advent IMs Information Asset Owner (IAO) Education Journey, 
our fully supportive training program for IAOs. The completion of this course 
indicates a basic understanding of the IAO role by the delegate who will now be 
able to start implementing this training into their new role as IAO and embrace 
their obligations.  

 

WHO SHOULD ATTEND? 

This half day course is designed for IAOs within the UK Police Forces who need a 

more developed understanding of their responsibilities.  

 

SCOPE OF TRAINING 

 The training looks at the following key areas: 

 

1. Introducing the IAO role, accountability and responsibilities, where the role 

fits into the Police Information Assurance (IA) Governance structure and the 

benefits of being an IAO, focussing on: 

 

• Governance & Leadership 

• The Police IA Vision & Culture 

• The IAO Role & its Responsibilities 

• How effective IAOs help exploit information to deliver operational policing 

 
2. Introducing the various IA roles and their responsibilities, and how they relate 

to the role of IAO focussing on: 

 

• Key Principles 

• The SIRO Role & Legal Accountability 

• Your Information Security Officer 
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• Other IA Responsibilities  

• Advice & Support for IA Delivery 

 

3. Introducing the principles of information assurance and information risk 

management, the importance of governance and leadership focussing on: 

 

• Key Principles 

• The Benefits 

• Legal & Regulatory Compliance 

• Confidentiality, Integrity & Availability 

• Business Impact Levels & Protective Markings 

• Components of Risk 

• Risk Assessment 

• Risk Appetite & Risk Tolerance 

 

4. Introducing key aspects of threat and the current threat landscape to UK and 

Police information and ICT systems focussing on: 

 

• Key Principles 

• Threat Sources & Threat Actors 

• Attack Methodologies 

• Current Threat Levels 

• Threat Assessments 

 

At the end of the course IAOs will have a better understanding of their role and 

how to manage the assets under their control understanding how to assess risk 

and mitigate against it in the context of the asset. 
Developed in conjunction with members of: 

 

 

  

 

 


