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1SO 27001

Lead Auditor

5 day Course

Introduction:

Our ISO 27001 Lead Auditor Training Course teaches delegates the principles and practices
of undertaking Information Security Management System (ISMS) audits in line with the
guidelines and requirements of 1ISO 27001 and ISO 19011 the international standard for
management system auditing.

Course Structure:
Students will understand and practice the skills and techniques of planning, preparing,
delivering and reporting an audit and to communicate the audit findings and conclusion

effectively to the organisation's management.

By the end of the course successful students will understand and be able to explain and
deliver:

e The purpose of an ISMS and the processes involved in establishing, implementing,
operating, monitoring, reviewing and improving an ISMS as defined in ISO 27001

e The purpose, content and structure of ISO 27001:2005

e The purpose, content and structure of ISO 19011:2002

o Interpret the requirements of ISO 27001 and develop the audit requirement within a
defined audit objective, scope and criteria

e Undertake the role of an auditor to plan, conduct, report and follow up an ISMS audit
in accordance with 1ISO 19011:2002

Report the audit findings and conclusion to add value to the organisation

The course uses accelerated learning techniques to ensure student ‘learn by doing’ in a fast
moving and enjoyable environment. Role play and case studies simulate the real-world
assessment and certification process.

The course runs for 5 days and is delivered through our trusted training partner TMS Insight. It
is based on a mix of tutor inputs, practical exercises and role play situations. Students are
required to take a two hour examination at the end of the course.

Who Should Attend:

This course is essential for those individuals who need to understand the practices of
undertaking Information Security Management System (ISMS) audits in line with the
guidelines and requirements of ISO 27001.

Single Source «

ADVENT IM

Consultancy

Information Security

Business Continuity
Physical Security

Government
Accreditation

PCI Compliance

Services

Workshops
Seminars
Presentations
Training

Expertise

Lead Auditors
CLAS Consultants
ISO 27001

ISO 15489

BS 25999
PRINCE2

IT Security

Secur_igty

© Advent IM Ltd. July 2011



Cost: ADVE NT |M

The cost for this course is £1049 + VAT per delegate including lunch, refreshments and
courseware. All prices are subject to VAT.

Pre-requisites:

Participants are not expected to possess knowledge of auditing information security
management systems before attending the course. However, a basic knowledge of the
controls within ISO27001 would be beneficial. Consultancy

Information Security
Location: Business Continuity
Physical Security

Government
Accreditation

PCI Compliance

Halesowen, West Midlands. A minimum of 5 delegates is required to run the course.
Cancellations are subject to Advent IM's Standard Terms & Conditions.
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Specialist o

Trainer Biography

Geoff Dunn is one of the UK's leading ISO 27001 Information Security Management
Systems practitioners. Geoff was involved in the development of the standard and has
helped a wide range of organisations achieve certification. This experience gives him real
insight into the practical application of the controls and control objectives and the
management system elements of the standard. | gifted tutor, Geoff has trained hundreds

of delegates on I1SO 27001 courses. Geoff is Projects Director with the TMS Insight Group.

The Advent IM - TMS Insight Partnership

Advent IM is one of the UK's leading independent information and physical security
consultancies and through our partnership with TMS Insight, we aim to bring professional,
quality, information security training to our delegates to complement the best practice
implementation advice and guidance we already provide. Our two companies have similar
ethics in the way knowledge transfer should be delivered, that's why our courses are not
just a break from the office, but are designed to be challenging, enjoyable and an excellent

knowledge transfer experience.

TMS Insight is a leader in its market sector based on the skills, knowledge and versatility
of its trainers and training materials. They provide an unrivalled range of training courses
designed and developed by TMS Insight and externally licensed and regulated. With the
unrivalled experience of both companies in understanding the requirements of developing
and implementing an 1SO 27001 compliant management system our courses suit all levels
of learning whether you need a 1 day ISO 27001 Awareness Course, 2 day Internal Lead

Auditor Course or 5 day Lead Auditor Course.
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