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Downtobrasstacks

Afterthe strategy, the actual securing: Rob Buckley explores araft of
productsthat are necessary and effective, not just ‘nice to have’

r the CSO facing ever-increasing
Fhmts, there is a wealth of decisions
to be made, not the least of which is:
what kit to buy? In a world where
seemingly all security advice is now about
strategy, there still needs to be something
sitting there to actually do the securing.
But with so much requiring to be
secured, sometimes inside the perimeter,
sometimes outside, and with the state of
the art changing all the time, identifying
what's necessary and effective, rather than
‘nice to have’ and unproven, is not casy.
Perimeter security, for example, has
undergone a rethink. Once, keeping
everyone out at all costs was the accepted
wisdom. But with more and more
partners needing to interface with
systems, and remote workers requiring
access to corporate data, endpoint and
perimeter security have been changing.
Stuart Okin, managing director of
Comsec Consulting UK, argues, for
example, that the VPN, the workhorse of
remote access for several years, is going
to be become superfluous — or evolve in
other directions. “You're going to see
Windows 7 in the next two years and that
will have TPv6 encryption on wire built
in,” Okin says. “It'll be easier to do and
require less energy and cost. It’ll be no
more difficult to deploy than Active
Directory.” With IPv6 available by
default, many kinds of perimeter security
could easily disappear, with VPNs
retained to boost security even further by
including multi-factor authentication,
such as that available in some Cisco and
Juniper VPN products, for example.

However, while encryption at the traffic

level will make it easier to open up the
network, encryption higher up the stack
will still remain necessary. It will have to
become ubiquitous, especially in light of
the continuing loss of laptops by major
organisations. Companies such as PGP
provide centralised encryption solutions
to manage encryption on all devices,
whether they're physically contained in
the enterprise or not. RSA’'s Data Loss
Prevention Suite uncovers business risks
from scnsitive data loss and reduces them
through policy-based remediation and
enforcement mechanisms.
Somerset-based Data Encryption
Systems argues that application-level
encryption will soon become necessary:
“If the database application is encrypting
and decrypting the file content, then the
default state of the stored information
would be encrypted.” Electronic
document and record-management
systems that meet the new National
Archives’ Model Requirements 2 will also
provide additional levels of document
security, says Mike Gillespie, principal
consultant at West Midlands-based
security company, Advent-IM.
Stonewood, by contrast, has opted for
hardware-level encryption of storage
devices, with OS-independent software.
It offers both built-in and USB-pluggable
hard drives, with multiple user accounts
and optional two-factor authentication.
Not all data can be encrypted and
incoming data usually won't be. This can
often bring problems, including viruses,
so gateway and endpoint protection isn’t
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going away any time soon. Companies
like BorderWare advocate analysing data
that goes through gateways, such as email
servers, However, cover-all laws for
information do not work, BorderWare
argues. Blocking all users from sending
financial details over email or IM also
hinders those who should be allowed to
send such documents. Using policies, the
right people can send what they need,
where they need, without hindrance. For
example, the CFO might have a policy
that lets them send financials to the
accountant and other C-level execs — but
not to themselves or another recipient.

BorderWare uses Bayesian analysis to
examine documents and give them a
probability score of confidentiality. It
does this analysis by learning the types of
things that an organisation should net be
sending out during the initial
implementation, then comparing these
with the document in question.
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