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Waves of redundancy are tough for employees but also ask
big questions regarding the data security of an organisation
if the laid-off staff are dissatisfied by their treatment

: Tracey Caldwell

Sadly an increasingly common
occurrence in the current climate,
making people redundant presents a
‘code red’ threat to data and systems.
Redundant staff, especially when the

have left. Rogue ex-employees might
well release data onto the internet, sell
it or use it in their new job.

If this sounds like a doomsday scenario,
the stats show that it’s already happening.

B Departing employees often take
sensitive information when they leave

M Increased redundancies make data
theft more widespread

B Good practices can reduce the threat
and lessen the impact of breaches

i In January the Ponemon Institute polled

almost 1000 people in the US who had
lost or left a job during 2008. Fifty-nine
per cent admitted to stealing confidential
information. More worrying still, a survey
by Cyber-Ark found 88 per cent of UK IT

. professionals might take valuable and
lay-off has been handled badly, may be |
inclined to take valuable data with them
or access and disrupt systems once they

© some of the analysis you see there is a very |

company-sensitive information if laid off.
Accenture’s head of security in Europe,

the Middle East and Africa, Floris van den

Dool, describes the threat from rogue ex-

employees as “interesting on the one hand,
' is now easier to find those people. On the
. other hand, there are the disgruntled ex-

frightening on the other hand”.
“In a recession, crime goes up because
people lose their job and there is always

to make a living,” he says. “If you look at

sharp increase in online attacks starting

. October last year and really correlated to
. the economy.

“We know there is whole fraud econ-

. a percentage of people who turn to crime |
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employees who may hold a grudge against
their old company. They think, ‘Hang on,

| am I going to use this restricted info for my

own benefit, or I am going to take it to my
next employer, or I am going to sell it to
the competition?. It is a combination of all

. that,” he adds.

omy on the internet and they are always

looking for people who can assist them. It

Despite the squeeze on budgets there
is no evidence that CIOs and CSOs are

. spending less on security. A survey by

28

CIO UK JUNE 2009 | www.cio.co.uk







